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Business case — The
imperative for OT
cybersecurity
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What is Operational Technology (OT) and where is it found?

Operational Technology (OT) systems are combinations of hardware and software that detect or cause a change to a physical device or
process. OT is pervasive, and expanding as firms continue to digitally transform and depend on automation the information generated by
these systems. Below are examples of OT across a variety of industries:

Energy, Utilities,
& Resources

Healthcare

Transportation

& Logistics

Oil & Gas - Boilers, Pressure Sensors, Drilling/Drilling Telemetry, Rig Stabilization, Leak Detection
Power & Utilities - Wind turbines, Water Dams, Solar Farms, Nuclear, Natural Gas, Coal
Chemicals - Furnaces, Pressure Sensors, Gas/Meteorological Sensors, Pipelines

Mining - Autonomous Vehicles, Drills, Collapse Sensors/Alarms, Air/Water Quality Sensors, Lighting

Food & Beverage - Ovens, Fryers, Boilers, Actuators, Bottlers/Canners, Conveyor Belts, Palletizers
Automotive/Industrial - Robotic Assembly, Painters, Conveyors, Material Handling Robots
Electronics - Clean Room BMS, HMI’s and Controllers

Medical Devices- Pacemakers, Insulin Pumps, Patient Monitors

Pharmaceuticals - Robotic Arms, Refrigerators, Packagers

Building Management Systems - HVAC/AIr Filtration, Lighting, Fire Suppression, Physical Access Control
Laboratory/Surgical Equipment - Robotic Surgical Instruments, Imaging Scanners, Pharmaceutical Dispensers

Locomotive - Train Track Switching, Defect Detectors, Height/Width Sensors, Weight Distribution Sensors,
Locomotive Control System, Braking

Aerospace/Maritime - Autopilot, Safety Control, Steering Control, Propulsion, Buoyancy Control, Port Management
Retail/Warehouse - Conveyors, Palletizers, Material Handlers, Pickers, Refrigerators, Building Management Systems
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How has digitization increased OT risk to organizations?

Digital transformation, coupled with enterprise need for data, specifically around resource planning, led to a need
to connect systems and transfer data more effectively. For OT systems, connecting legacy systems that had not
previously been exposed to the enterprise network exposes new risk.

OT Data Generated From
Supporting Critical Processes

Historical Context

Operational technology
predates the information
systems era and initially
consisted of isolated
systems running proprietary
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Impact: This connectivity and move to commodity hardware and software, viewed more urgently after several OT
related incidents around the world, has acted as a driver for increased security in the OT space. Many
organizations are viewing this challenge as an opportunity to align Operations, IT, and Information Security in order
to increase the security posture of the OT environment and reduce risk to the organization.
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What major OT security issues do companies face today?

Due to the sensitive nature of OT systems, stringent uptime requirements, and with a decades-long system lifecycle, OT systems pose a

significantly different security challenge than traditional IT systems.

@ Driving Security in
Unregulated Industries

* Unregulated industries have not been compelled to
secure operational systems, leading to a lack of
security controls across many industries and
sectors.

» Corporate boards are increasingly cautious of
providing funding, initial or follow up, for expensive
remediation without quantifiable metrics to measure
risk reduction.

OT Security

Program Governance

 IT and OT resources have not historically been
required to collaborate on the deployment and
ongoing ‘run’ activities of security.

» Extending traditional IT security capabilities and
controls to OT environments requires careful
coordination to limit risk of unexpected downtime,
and to effectively realize value in terms of
risk reduction.

%"4 OT System Vendor
> Coordination

* Vendors of OT systems maintain control of the
configuration and maintenance of systems.

» Vendors dictate approved architecture, software,
and patches. Vendors can prohibit AV on endpoints
and cause lengthy delays in patching.

» Existing vendor contracts may not require timely
remediation of vulnerabilities, patches, etc. leading
to increased risk exposure.

Iﬁl Decades of
Technology Debt

+ Organizations have often grown or shrank through
decades of mergers, acquisitions, and divestitures.
This leads to disparate systems and architectures
across the same organization.

» OT systems have traditionally been seen as static,
and not been updated. Many systems may no longer
be updated/patched by the vendor.

Lack of

(| Workforce/Resources

» Few resources exist with a background including
Operations, IT, Security, and Risk Management.

* Many companies are looking to assess and
remediate entire fleets of sites, requiring a large
number of resources, sometimes across the world.

» Successful OT security initiatives require
coordination of cross functional teams of subject
matter specialists from a variety of domains and
often involve internal and external resources.

Business Implications of an
OT Cyber Attack

* Remediation costs for sizeable organizations can
easily fall in the tens of millions of dollars.

» The impact of a widespread cyber attack on a
company’s OT environment could halt production
and revenue generation, thus compounding the
the expense of responding to and remediating
the incident.
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What are the trends in OT?

As companies continue their digital transformations and further blur the lines between their IT and OT systems they need to be prepared to
defend their networks against emerging threats.

Attacks Impacting
Both IT & OT

Increased Intensity
of Attacks

Evolving Defences

Focus on Risk
Management

Most cyber attacks impacting OT environments also impact IT environments, resulting in incidents
that require both groups to collaborate and respond, however 61% of companies report they have no
cross training between the two.

As OT transitions from highly specialized hardware & software to more traditional IT technology
stacks there are opportunities for cost savings, increased visibility, and improving security, yet 24% of
companies say their IT & OT departments have little to no interaction.

Cyber attacks targeting OT assets have increased in both volume and sophistication. While past
attacks focused on data gathering, modern attacks are capable of not only operational disruption, but
can even cause physical damage.

The growing need to protect OT assets has led to investment from the private and public sectors to
build new defences in the form of new trainings, methodologies, and tools.

S

Regulated & unregulated industries alike are putting a renewed effort into improving cyber risk
management to help drive change & prioritize limited resources. Additionally, new approaches are
taking a more holistic approach to consequence reduction to help reduce risk.

>
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Example value chain — Oil & gas — What’s at risk?
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Cybersecurity in critical
infrastructure — Board
level Issue

PwC | Cybersecurity in critical infrastructure — Operational Technology



900

10 strategic lenses for board & executive reporting
Lenses provide answers to a key question about strategy and risk, each supported by multiple data points.

Crown Jewels
Are we aware of our mission critical assets and are they protected
from cyber threats?

Program Maturity
Are we maturing our people, processes, and technologies to
achieve our desired cyber risk reduction targets?

Risk Management
Are we proactively managing identified cybersecurity risk across the
enterprise and improving risk mitigation processes?

People & Culture

Are we achieving the appropriate blend of recruiting and staffing?
Do we have policies that are effective in encouraging good
behaviors?

Resource Allocation
Are decisions about where to invest made consistently using
meaningful criteria that consider the risk impact of the spend?

Incident Readiness
Are our teams capable of rapidly identifying and responding to
disruptive incidents?
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Legal & Regulatory Compliance

Are we able to anticipate, prepare for, and meet existing
and emerging compliance requirements related to cyber
risk management?

External Landscape

Are we aware of the elements of our operating
environment that constitute threats to the our operations,
business, or critical assets?

3rd Party & Cloud Risk

How do we maintain control over data and assets that
are accessible vendors and contractors and other 3rd
parties through outsourcing relationships?

Industry Collaboration

Do we have programs aimed at building and maintaining
information-sharing relationships with other
organizations and entities who operate in similar
environments and thus are exposed to the same types
of threats and risks?
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Cyber resilience &
supplier cyber security
In critical infrastructure
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Improving and sustaining third party risk management is essential amid raising
regulatory and client expectations

@ R

Cyber Security

Data Privacy E”_l\ﬂ

Payment Card

Regulation

Shifts

Corruption/Bribery
Competition

AML/Fraud

Sales
Practices

Regulatory guidance related to Third Party Risk
Management (TPRM) continues to evolve and expand,
requiring a strategic approach and framework to maintain

compliance.
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Increased Third Party events and incidents
lead to customer churn, regulatory penalties
and fines, and reputational impact, requiring
enhanced due diligence and ongoing
monitoring for potential vulnerabilities.

i i}

Sourcing Strategy
, P,

Business Model
Changes Centers of

Excellence

LA

Technology/ Global operation
Automation

Concentration in
suppliers

Changes in business strategies and
operating models lead to new types of Third
Party arrangements and exposures to risk,
requiring organizations to carefully consider the
risks prior to execution.

For Discussion Purposes Only
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A holistic TPRM Framework facilitates a consistent approach to identification,
mitigation, and management of Third Party risks

Third Parties Risk Considerations
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Significant enterprise risk dimensions impacting Third Party Risk Management

Presented below are significant enterprise risk dimensions that must be identified and managed throughout the TPRM lifecycle.

Risk Framework

()
c
2
=
f=
E
o
(a]
x
[
o
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o
£
o
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e

Information
Security

Confidentiality

Integrity

Potential compromise,
unauthorized

disclosure of sensitive
data, unauthorized
changes, and/or non-
availability
of information

Business Continuity

& Resiliency*

Availability Settlement Risk
Counterparty
Performance

Potential loss arising
or non-availability of
information

Credit/
Financial

Financial
Exposure

Risk of loss inherent
in business segments,
resulting from
counterparty failure,
decreased
creditworthiness, and
poor performance

Operational

People
Process
Financial Reporting
TechnolOgy
Subcontractors

Concentration’

controls related to
processes, people,
financial reporting,

systems, subcontractors,

or external events

*Business Continuity Management includes Business Contingency (“BC”) planning and Disaster Recovery (“DR”)

Risk of loss from
inadequate or failed

Compliance

Consumer/Customer
Implications

Identification of
Applicable Laws
& Regulations

Regulatory
Change Process

Risk of loss resulting
from the failure to
comply with laws and
regulations governing
a process and/or
product or service

Strategic

Industry Changes
Demand Changes
Competition

Country Risk

Risk of unsuccessful
performance due to

potential threats, actions,

or events adversely
affecting the
organization’s ability
to achieve its
objectives

Reputational

Unethical Behavior
Crisis Management

Association Risk

Potential negative
publicity regarding

business practices,
regardless of validity

"Assess the risks associated with third parties/subcontractors having too many services, too many services being performed in a single location, or a third party/subcontractor being over reliant on a single client.
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The following presents current trends in the Third Party Risk
Management landscape

Regulators across the
globe are introducing new
regulations and

increasing expectations.

Ensuring third parties are
complying with rapidly

changing regulations is a

key concern of executives.

Globalization and digital
transformation have
created integrated, digitally
connected, and borderless
third party marketplaces.

Organizations are
increasingly using risk
data, predictive
modeling, statistics and
visualization to generate
insights that help make
better decisions.
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Multiple organizations are
relying on the same third
parties in and across
industries increasing
concentration
risk concern.

Regulators have increased
focus on fourth, fifth and
nth party risk and how
organizations are managing
risk throughout their
supply chain.

iy

Enterprises are looking for
enhanced partnership and
integration between the
Risk and Procurement
organizations to
balance risk/value.

e

As the TPRM industry
follows the accelerating
digital wave, manual
processes and
spreadsheets will give
way to automation
and analytics.

Traditional third party
assessment processes are
good but reflect a point in

time and are difficult

to scale.

[\

Consortiums and
alliances are providing
third party risk
management capabilities
that multiple participating
organizations can leverage.
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Operating components of a leading edge third party security risk
management program

Operating components define how the TPRM program will operate while taking into account regulatory guidance and industry leading
practices, while maintaining alignment with the organizations’ operational risk tolerances

A strong third party security risk
management program contains
three core components: program
management, risk assessment,
and intelligence-led monitoring.
Each of these components contains
four capabilities, totalling the 12
core capabilities that make up a Third Party
security-focused third-party risk Security Risk
management program. Wlanagement

a\ua\q‘eua
we 160-‘ d

p\v

Risk Assessment
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Taking action
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OT security — Holistic Approach

Organizations must adopt a proactive security posture in order to programmatically manage cybersecurity risk to operational systems.

PwC Cybersecurity and Privacy offers a variety of services to enable integrated IT and OT security programs and reduce risk to organizations.

Technical & Maturity Assessments
Iﬁl Analysis of your OT security program and
supporting governance models, including

cooperation between IT and OT, supporting
processes, and technology capabilities.

Incident Response
Helping clients perform investigation of

anomalous activity within the OT environment
and assisting with any incident response
activities as necessary.

OT SOC: Monitoring & Detection
Leveraging current tools and capabilities
as well as the ICS ATT&CK framework to OT S(.)C oT
Monitoring &

enhance visibility and alerting of the . Securit
OT environment. EEERION y

Incident Technical &
Response & Maturity
Readiness Assessments

Cyber Due Diligence

Support clients with the OT security facets of
their mergers, acquisitions, integrations,
separations and other various deals
considerations.

Remediation & Maturity Advancement R;nlcle(:iat_iton SI:rotgram&
aturi rate ‘ §
We work side-by-side with our clients to Advancemgnt Develosr)r,rent Design strategic programs responsible for the

implement capabilities to remediate identified
risks and vulnerabilities, from developing
enterprise OT cybersecurity programs, to
implementing tools and technologies to
protect and mature vulnerable systems.

protection of OT assets. Work with IT and OT
stakeholders to better align objectives and
responsibilities to increase efficiency and
decrease overall operating costs while
reducing risks to acceptable levels.
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Third party risk management and operational resilience

If our third party vendor is unavailable,
how quickly can we return to business as
usual?

Are we performing operational risk
assessments on our critical third parties?

Do we have any third party single points of
possible failure and have we built
redundancies into our supply chain?
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Key Considerations

How does third
party risk /@
ﬂ impact my .
. operational .
resilience?

-

Do we have an updated inventory of
critical third party services, their
dependencies, and their operational
impact?

Have we conducted third party risk
scenario planning to understand
operational implications in the event of a
disruption?

Do we have a robust third party incident
response plan and communication
strategy with our third party stakeholders?
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How can I enhance my third party resilience?

Evaluate Your Overall Operational Resilience

Understand the resilience posture of your workforce, technology,
infrastructure, operations, and incident response capabilities that may
also be needed to withstand third party disruptions.

Improve Third Party Visibility
Identify and maintain an updated inventory of third parties and
services that are critical to your day to day operations.

Understand your Mission Critical Dependencies

Identify mission critical processes, systems, resources, and
underlying dependencies to help understand risks that drive continuity
strategies.

Assess Third Party Risk and Impact to your Business
Perform operational third party risk assessments and conduct
scenario planning exercises to help understand operational
implications and mitigation strategies.

Develop and Test Crisis Management Plans

Prepare crisis management plans and conduct testing to enhance
your readiness to respond and withstand a potential major third party
disruption.
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Thank you
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